
Impersonator Scams
Most-reported scam to the Federal 
Trade Commission in 2022 with 
reported losses of $2.6 billion.
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About BBB Serving MN & ND

• Non-profit association of accredited 
businesses in MN & ND, equally 
committed to consumers and 
businesses for more than 100 years.

• BBB is not a government agency.
We receive no public funding.

• Our services are free and available
in-person, online or via phone.



A consumer prevention 
and reporting platform:
Search scams.
Report scams.

BBB.org/ScamTracker



BBB Scam Tracker prevented 
consumers and businesses from 
losing an estimated $21.2 
million to fraudsters in 2022.



Why people 
report scams

• 49.7% wanted to 
warn others

• 28.5% wanted to 
bring justice to 
perpetrator



Contact method (susceptibility/$ loss)



Rushing or 
Pressuring You

Source Credibility Asking for Gift 
Cards or wired 

money

Tactics commonly used by scammers

Playing on Emotions Phantom Riches Reciprocity

Too Good to be True!



• Find your bank's phone number online 
or on a statement to ensure you’re 
calling the bank and not a scammer.

• Be cautious of links sent via text. 

• Never give personal information to 
unsolicited callers. 

• Ignore instructions to text "STOP" or 
"NO" to prevent future texts. 

• If you got a phishing text message, 
forward it to SPAM (7726).

Phony Banking Schemes



Government Imposters



Emergency & Urgency Scams

What To Do If You Get a Call 
About a Family Emergency

Resist the pressure to send money immediately. Hang up!

Then:

Call or message the family member or friend who 
(supposedly) contacted you.

OR

Call someone else in your family or circle of friends, even if 
the caller said to keep it a secret. 



Favor for a Friend Scam

In this new con, a scammer poses 
as a friend asking for a simple 
favor. These emails are so convincing 
that BBB staff almost fell for it!

Protect yourself from this con

Reach out to your friend directly. 

Use gift cards wisely. Never do business with 
anyone who insists on payment with gift 
cards. 



Tech Support Impersonation



BBB’s Most Impersonated 
Organizations & Businesses



What should you do
• Register your phone number with the national do not call 

registry at ftc.gov

• Report scams to the BBB, the FBI, and AARP

• Check ScamTracker to stay up-to-date on what’s happening

• Trust your instincts

• Do your homework and verify information yourself

• Protect your personal information

• Talk to others – share what you’ve learned



Q&A
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