


ABOUT THE BBB

▪Community leader in scam prevention education

▪Advancing marketplace trust since 1912





Who is at RISK?

ANYONE of any age, social standing, 

educational level, and economic status can

be the victim of financial exploitation. 



How we calculate the riskiness of a scam



Susceptibility, 
exposure and 
median $ loss by 
age





Rushing or 
Pressuring You

Source Credibility Asking for Wired 
Money or Gift Cards

Tactics commonly used by scammers

Playing on Emotions Phantom Riches Reciprocity

Too Good to be True!



Travel/Vacation/
Timeshare

• Someone contacts you first

• Asks for upfront fees

• Claims the money is going into escrow

• Too good to be true…

Red Flags



Travel/Vacation/
Timeshare

• Look for reviews

• Ask for references

• Do some research

• Do not wire money or pay with gift 
cards

Tips



Romance

• Won’t/can’t meet 

• Moves fast

• Wants to take conversation off the site

• Flowery language, grammatical errors

• Asks for money

Red Flags



Romance

• Insist on meeting in person

• Don’t send money to people you don’t 
know

Tips



Online Purchase

• Pop-up shops that haven't been in 
business long

• Claims of secret stashes or miracle 
cures

• Unbelievably great price

• Request payment by gift card or wired 
money

• Free samples

Red Flags



Online Purchase

• Know who you’re dealing with

• Use a credit card

• Shop with reputable businesses

• Don’t buy large ticket items without 
seeing them in person

• Read the fine print

Tips



Investment
• Free dinners

• Limited time offer

• Tells you not to tell anyone

• Guaranteed returns

• Risk-free

• Fake credentials

• Everybody’s doing it

Red Flags



Cryptocurrency

With a median dollar loss of $3,000, 

cryptocurrency scams are having a 

devastating impact on consumers.

Visit bbb.org/Crypto

#2 Riskiest scam overall 
in 2019



Investment
• Ask questions and check on the 

answers
SaveAndInvest.org

• FINRA – broker check
brokercheck.finra.org

• Check for SEC registration
investor.gov

• Ask for time to think it over

• If it’s too good to be true…

Tips



Top 
Impersonated 
Organizations



Fake checks

Source:
thebalance.com



What should you do
• Register your phone number with the national do not call 

registry at ftc.gov

• Report scams to the BBB, the FBI, and AARP

• Check ScamTracker to stay up-to-date on what’s happening

• Trust your instincts

• Do your homework and verify information yourself

• Protect your personal information

• Talk to others – share what you’ve learned



Thank You!


